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Abstract In recent years, the capabilities and
roles of Unmanned Aerial Vehicles (UAVs) have
rapidly evolved, and their usage in military and
civilian areas is extremely popular as a result of
the advances in technology of robotic systems
such as processors, sensors, communications, and
networking technologies. While this technology is
progressing, development and maintenance costs
of UAVs are decreasing relatively. The focus is
changing from use of one large UAV to use of
multiple UAVs, which are integrated into teams
that can coordinate to achieve high-level goals.
This level of coordination requires new networking models that can be set up on highly mobile
nodes such as UAVs in the fleet. Such networking models allow any two nodes to communicate
directly if they are in the communication range,
or indirectly through a number of relay nodes
such as UAVs. Setting up an ad-hoc network
between flying UAVs is a challenging issue, and
requirements can differ from traditional networks,
Mobile Ad-hoc Networks (MANETs) and Vehicular Ad-hoc Networks (VANETs) in terms
of node mobility, connectivity, message routing,
service quality, application areas, etc. This paper
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identifies the challenges with using UAVs as relay
nodes in an ad-hoc manner, introduces network
models of UAVs, and depicts open research issues
with analyzing opportunities and future work.
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1 Introduction
In the last two decades, as a result of the rapid
technological advancement in computation, sensor, communication and networking technologies,
Unmanned Aerial Vehicles (UAVs) promise new
application areas for military and civilian areas
such as, relay for ad-hoc networks [1–3], search
and rescue operations [4], electronic attacks in
hostile areas [5], ground target detection and
tracking [6, 7], automatic forest fire monitoring
and measurement [8], wind estimation [9], disaster
monitoring [10], remote sensing [11], airspeed calibration [12], agricultural remote sensing [13], etc.
It is a relatively easy task to use UAVs
in an Unmanned Aerial System (UAS) for increasing communication range and data aggregation capability of nodes in a system. In case of
infrastructure-less places, such as enemy territories or natural disaster areas, there is an immediate need to build a network between teams, and a
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fast-deployed UAV can be an acceptable solution
as a relay node.
In single-UAV applications, each ground node
can easily communicate with the UAV, and thus
establish a star topology network structure where
the UAV is at the center of the star. By using
this topology, a ground node can indirectly communicate with others over the UAV. However,
single UAV systems have some challenging issues
in peer-to-peer communication such as increasing
transmission range, sending more data, and minimizing any interference. A solution to these problems is the use of high gain directional antennas
instead of omnidirectional antennas. Undoubtedly, this leads to a limited improvement in the
performance of UAS, and this is not satisfactory.
To provide a longer presence over the theatre
of operation in order to carry powerful processors,
sensors and communication hardware, a large
UAV is preferred in single vehicle UASs, in which
setting up a communication environment is easy.
However, they are not only heavy and large but
also pose a significant danger to human life and
property in case of a failure. Moreover, they are
expensive, and failure of a UAV can have a high
cost.
On the other hand, technological advancement
of electronics and sensor technologies have decreased the production cost of UAVs, and lowcost mini-UAVs are becoming more and more
popular in both academic areas and practical applications. They are small in size and weight;
therefore, they pose little or no threat to human
life and buildings/properties. In addition, they can
be reused for various types of applications. It is

Fig. 1 A multi-UAV
system’s processing
units and communication/
network layer
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difficult to detect and track UAVs while they are
flying, due to their size. They can fly at much lower
altitudes, can be easily transported to different
areas, and can be launched by an individual in
any kind of terrain without a runway or a specific
launching device. However, mini-UAVs have restricted capabilities such as power, sensing, communication, and computation; however, the use
of a team with mini-UAVs, as multiple UAVs,
improves the capability and capacity of UASs
and provides a flexible platform for a variety of
applications. Usage of multi-UAV systems has
significant advantages over single UAV systems:
•

•

•

Especially in search missions, the usage of a
number of UAVs can parallelize individual
tasks thus decreasing the completion time of
a mission.
In a single UAV system, if the UAV or a
sensor/hardware fails, the UAV should return
to the base. However, in multi-UAV systems,
other UAVs can share tasks among themselves and this increases the fault tolerance of
the system.
In a heterogeneous UAV team, it is possible
to use the capabilities of other UAVs.

On the other hand, these advantages and improvements have a challenging issue: ef f icient communication and coordination of UAVs in the team.
Therefore, a multi-UAV system needs some required hardware and a well-defined networking
model whose communication/network layer is depicted in Fig. 1.
To achieve effective management of multiple
UAV systems, and to perform complex tasks,
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UAVs need to cooperate with others in the
team. To enable this cooperation, UAVs are constrained to stay within the communication range
of one another. UAVs must achieve a high degree
of coordination and a robust inter-vehicle communication network in an ad-hoc manner. Traditionally, the communication technologies on fixed networks, Mobile Ad-hoc NETworks (MANETs),
and slowly moving Vehicular Ad-hoc NETworks
(VANETs) do not address the unique characteristics of these networks, which use highly mobile nodes. Therefore, there is a requirement of
defining a new ad-hoc networking model, which
differs from other kinds of ad-hoc networks along
the connectivity, quality of services, sensor types,
node movement features, data delivery, service
discovery, etc.
In the literature, some academic researchers
have defined the explained UAV networking
model with different names, as depicted in Table 1.
Although, the used names have little
differences in their definitions, it is a clearly
seen fact that the new communication model is a
subclass of VANET. However, VANET routing
protocols are not feasible or does not provide
sufficient throughput for networks with highly
mobile nodes. Therefore, it is more appropriate
to name this new networking model as a Flying
Ad-Hoc Network (FANET) [14], a subclass of a
VANET.
While considering the advancements in adhoc networking, it can be explicitly foreseen that
UAVs will play an attractive function in setting up

Table 1 Names of highly mobile networking model
Given name

Reference

Airborne network
(Airborne Telemetry Network,
Airborne Communication Network,
Airborne Backbone Network, etc.)
Networked Aerial Robots
Unmanned Aeronautical Ad-Hoc
Network (UAANET)
UAV Ad-Hoc Network
Aerial Communication Network
Networks of UAVs
Distributed Aerial Sensor Network
Flying Ad-Hoc Network (FANET)

[15, 16]

[17]
[18, 19]
[20]
[21]
[22, 23]
[24]
[14]

a highly mobile networks for enlarging the theatre
of the operation. Therefore, the intent of this
paper1 is to introduce the challenges and networking models in FANET, and to present some open
issues and future opportunities for researchers on
this topic.
In the following, background information
about UAS and MANET is given in Section 2.
After that, the ad-hoc networking concepts with
flying objects are introduced, and different networking models for FANET Network Layer are
given in Sections 3 and 4, respectively. Subsequently, open issues and challenges are depicted
in Section 5. Finally, the paper is concluded in
Section 6.

2 Background
2.1 Unmanned Aerial System (UAS)
While UAV technology and markets develop;
its cost, weight and size decrease and performance of sensors/processors increases. These results lead to a considerable interest and research
on UAVs, and hence, UASs have shown exceptional promises for lots of application areas. A
UAS consists of five main components (as depicted in Fig. 2):
•

A UAV is a pilotless aircraft that does not
require any direct human intervention for
flying. It can navigate autonomously according to its pre-programmed software, or can be
controlled remotely. Apart from basic plane
components, it also contains some computing devices and sensors for determining its
position and for gathering information from
the mission area. A UAV can be categorized
as a “Fixed Wing Vehicle”, which needs a
launch system for take-off, or “Rotor Wing
Vehicle” where vertical take-offs and landings
(VTOL) are possible. UAVs are also classified as “mini”, “small”, or “large”, according
to their weights.

1 A preliminary version [25] of this paper was presented at
ICUAS 2013, Atlanta.
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Fig. 2 Unmanned aerial
system with components

UAV with
External payload

•

•

•

•

Payloads are essential systems in UAVs, and
they are mainly the equipment added to the
UAV for carrying out various operational missions. These include sensors, emitters, lethal/
nonlethal weapons, stores, etc. Mainly, payloads are carried in an internal payload bay
of the UAV; in some cases, they can also be
attached to the UAV, but this can result in a
mild deterioration of the aerodynamic properties of the UAV.
Command and Control Center contains a
Ground Control Station (GCS) and provides
technological facilities for human interactions
to the UAVs in the air.
A Launch System is generally a catapult system, which gives a UAV its flight speed in
an extremely short time and distance. At the
same time, most of the mini-UAVs can be
launched by hands while large UAVs need an
airfield for take-off and landing.
Control and Data Transmission Links
are used to describe how information is
sent/received both to/from the GCS and
UAVs. If UAVs are in the line-of-sight
(LOS), direct radio links can be used;
however, if they are beyond line-of-sight
(BLOS), then there is a need of higher level
mediator such as satellites or another UAV.

Undoubtedly, UAV is the most crucial part of
the above-mentioned components. Therefore, the
performance, capacity, and operation theatre of
the UAS directly related to its abilities, such as
endurance, range, altitude, payload, etc. To use
UASs in different application areas, there is a

requirement of decreasing the personnel needs
and increasing the autonomy of UAVs by which
they can fly freely in the sky and carry out the
mission without any centralized controller from
the ground station.
2.2 Mobile Ad-Hoc Networking
A Mobile Ad-Hoc Network (MANET) is a dynamically self-organizing and infrastructure-less
network of mobile devices such as laptop, palmtop, cellphones, walkie-talkies, etc. These devices
can communicate over bandwidth-constrained
wireless links such as IEEE 802.11 a/b/g/n, 802.16,
etc. Each device in MANET can move randomly
with different speeds; therefore, its links with
other devices change frequently. For transferring
data between two remote nodes, each mobile device must forward some data, which are unrelated
to its own use; therefore, a MANET runs not only
as a host but also as a router.
MANET nodes are traditionally small and have
limited processor and energy capacities. It is
difficult to build and maintain such a network in a
longer time span. Therefore, some main functionality of network layers, such as routing, should be
done by these mobile nodes dynamically.
With the rapid enhancement in technologies
and sensors, there has been an increase in utilization rates, and application areas of MANET.
As a result, mobile nodes have begun to embed
in moving vehicles, such as cars, ambulances, fire
engines, tanks, etc. This networking concept is
called a Vehicular Ad-Hoc Network (VANET),
which is a part of an Intelligent Transport System
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of smart vehicles with additional properties such
as collision/distance warning, driver assistance,
cooperative driving/cruise control, propagation of
road information, etc.

•

•

3 Ad-Hoc Networking with Flying Nodes
With the increasing usage of multi-UAVs in an adhoc manner, a need for a new networking layer
has emerged. The mobile nodes of the systems
are highly mobile vehicles (UAVs); therefore, this
layer is mainly a subclass of VANET, and this is
located in a sub layer of an Aerial Network Layer,
as depicted in Fig. 3 of a network-centric architecture [25]. A network layer is principally responsible for the routing process, which selects an
appropriate path between the sender nodes and
receiver nodes over different routers/nodes. The
main task of a FANET Network Layer is to act as
an intermediary between these layers while performing the traditional routing on its own level.
Using multi-UAVs in an ad-hoc network manner brings some advantages [14]:
•

Decreases the mission completion time: The
missions, such as reconnaissance, surveillance,
search and rescue, can be carried out faster
with proportional to the number of UAVs.

Fig. 3 A network-centric
architecture in a
battlefield

•

•

Decreases total/maintenance cost: Instead of
using a large and expensive UAV, the usage of
multi-mini-UAVs costs are lowered in terms
of acquisition and maintenance.
Increases scalability: It increases the area of
operation theatre by easily adding new UAVs.
UAS dynamically reorganizes nodes’ routing
tables by taking into account newly added
UAVs.
Increases survivability: Multi-UAV systems
are more tolerant to faults of hardware/
sensors. In the case of some sensors failing or
a loss of control of a UAV, the mission can
continue with any remaining UAVs.
Decreases detectability (Low radar crosssection): A radar cross-section is extremely
crucial for military applications. Mini-UAVs
have low radar cross-sections, low infrared
signatures, and low acoustic signatures due to
their sizes and composite structures. Therefore, they may not be easily detectable by
radars (especially compared to airplanes and
large UAVs).

Although multi-UAV systems have some significant advantages; due to their dynamic network topology, communication of two distant
nodes over other UAVs is still a challenging issue. Fueled by this requirement, in the literature,
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some routing protocols have been proposed for
FANETs. These protocols mainly depend on communication types. In a FANET, there are mainly
two different communication types: UAV-to-UAV
and UAV-to-Infrastructure communications.
In UAV-to-UAV communication, each UAV
can communicate with others in order to meet the
needs of different application areas, such as cooperative path planning and target tracking. Two
UAVs can either directly communicate with each
other, or a multi hop communication path can be
constructed over other UAVs. UAVs can have
short range, and long range of communication
between them, selection of the range also depends
on the needed data transfer rate.
In UAV-to-Infrastructure communication, UAVs
communicate with a fixed infrastructure, such as
ground stations, satellites, or warships near the
operation theatre to provide information services
for other users in the global networks.
Communication between UAVs and UAV-toInfrastructure is also a challenging issue. To increase the data transfer rate and the performance
of the system, different type of antennas and sensors can be used. With the usage of GPS receivers
and directed antennas, like phased array antennas, communication links can be effectively set in
FANET.
Namudiri et al. divides design principles of a
network with flying nodes in four different dimensions, as depicted in Fig. 4 [26]. They claimed
that the synergy between these components significantly improves the capabilities of a system.
With the same goal, U.S. Unmanned Systems
Roadmaps [27, 28] highlight some key enabling
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Integrity protection and
verification)

Networks and
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(Connectivity, Coverage
and Throughput)

Situational Awareness
(Sense and Avoid, Conflict
Detection)

Fig. 4 A network-centric architecture in a battlefield

networking technologies, which are planned to be
developed as follows:
•
•
•
•
•
•

Mobile ad-hoc networking protocols that enable high reliability command and control of
autonomous UAVs.
Better data compression, encryption and
processing algorithms.
Embedded network security with single-chip
all-encapsulated encryption modules.
High-gain, rugged, and lower cost multidirectional antennas.
Highly efficient radios for low bandwidth and
full-time high-speed communications links.
Support of various path diversity techniques,
integrated networking, and data diversity.

While these UAV technologies are evolving at a
fast pace, the size of UAVs has been decreased,
and the number of UAVs in UASs has been increasing. Hence, installing and maintenance of the
networked communication between these UAVs
and ground stations are emerged as crucial issues
to solve. Especially in some application fields,
which use heterogeneous UAVs with different
payload capacity, sensors, avionics, communication range, and flight endurance; communication
and coordination of UAVs are challenging tasks
in order to achieve such a networked communication. In the following section, different routing protocols in Network Layer of FANET are
described.

4 FANET Networking Models
In the literature [29, 30], many routing protocols
exists in wireless and ad-hoc networks such as precomputed routing, dynamic source routing, ondemand routing, cluster based routing, flooding,
etc. Due to a shortage of energy, to increase the
FANET operation time, there are some needs to
decrease transmitting power by sending a message
to closer nodes (UAVs) and by using multi-hop
routing between the sender and receiver nodes
over highly mobile UAVs as relay nodes. FANET
is a subclass of VANET and MANET; therefore, firstly typical MANET routing protocols are
preferred and tested for FANET. Due to the
UAV-specific issues, such as quick changes in link
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quality, most of these protocols are not directly
applicable for FANET. Therefore, to adopt this
new networking model, both some specific ad-hoc
networking protocols have been implemented and
some previous ones have been modified in the
literature. These protocols can be categorized in
four main classes;
•
•
•
•

Static protocols have static routing tables
there is no need to refresh these tables.
Proactive protocols, also known as table
driven protocols, are periodically refreshed
routing tables.
Reactive protocols, also called on-demand protocols, discover paths for messages on demand.
Hybrid protocols use both proactive and reactive protocols.

By using these routing protocols, a FANET can
dynamically discover new routes between communicating nodes, and this network may allow addition and subtraction of UAV nodes dynamically.
4.1 Static Routing Protocols
In static routing protocol, a routing table is
computed and loaded to UAV nodes before a
mission, and cannot be updated during the operation; therefore, it is static. In this type networking model, UAVs typically have a constant/fixed
topology [31]. Each node can communicate with
a few numbers of UAVs or ground stations, and
it only stores their information. In case of a failure (of a UAV or ground station), for updating
the tables, it is necessary to wait the end of the
mission. Therefore, they are not fault tolerant and
appropriate for dynamic environments.
Fig. 5 Load carry and
deliver routing model

Load Carry and Deliver Routing (LCAD) [32,
33] is one of the first routing models in FANET.
In this model, a UAV loads data from a ground
node (or gets video image of its path); after
that, it carries these valuable data to the destination by flying; and finally it delivers the data
to a destination ground node (such as a military
team or a ground control station), as depicted
in Fig. 5. Although, in the initial definition of
LCAD, a single-source and a single-destination
networking scenario was considered, in practice,
multiple-source multiple-destination networking
scenarios can also be implemented easily. Due
to the distant location of communicating nodes
(the use of ground nodes and no other UAVs
used for multi-hop communication), LCAD is free
of interference in the same networking system,
and this increases the throughput of the system.
This routing methodology is a feasible solution
especially for bulk data transfer (such as latencyinsensitive video images) and delay-tolerant applications (such as secure transfer) with minimum hops [34]. LCAD routing aims to maximize the throughput while increasing the security. However, as the distance of communicating
parts increases, the transmission delay becomes
extremely large and intolerable. In this case, transmission time depends mainly on how fast a UAV
can fly this distance. At the same time, a UAV can
get data from the source nodes/places, only when
it is over them. If there is only one UAV, it is not
possible to capture each event on a specific area
or load data from the source node when it is produced. To decrease the transmission time; more
than one UAV can be used on the same path,
speed of UAVs can be increased, and a LCAD
network can be divided into smaller LCAD
sub-networks.

Downloaded from http://iranpaper.ir

www.NoavaranGermi.ir
J Intell Robot Syst

Multi-Level Hierarchical Routing: Due to the
structure of the typical VANET environment, the
routing protocols are especially organized as flat
routing in two dimensional space. However, in
UAV-based network applications, the flying environment is generally modeled in three dimensional space, and nodes have different attributes
such as size, flight height, energy usage capabilities, types of sensors, etc. Large-scale VANET
applications with hundreds/thousands of mobile
nodes and typical FANET applications with classical flat routing result in a certain performance
degradation. To solve this problem and to increase the network scalability, one appropriate solution is the use of hierarchical routing protocols
[35, 36], which divide FANET into clusters of
UAVs.
Hierarchically organized UAV networks consist of a number of clusters to operate in different
mission areas, as shown in Fig. 6. Each cluster has
a cluster head (CH), which represents the whole
cluster, and it is possible to assign different functionalities to each cluster. Each CH is in connection with the upper/lower layers (ground stations,
UAVs, satellites, etc.) directly or indirectly. To
disseminate data (by broadcasting) and control
information to other UAVs in the cluster, CH
should be in direct transmission range of other
UAVs in cluster. This model is better if UAVs
are organized in different swarms, the mission
area is large, and many UAVs are used in the
network.

Fig. 6 Hierarchical
routing model

Data Centric Routing: Due to the nature of the
wireless communication structure of UAVs, oneto-many data transmission can be preferred to
one-to-one data transmission [37, 38]. This routing is preferred when the data is requested by a
number of nodes, and it is distributed according
to on-demand algorithms. Data-centric routing
is a promising paradigm of routing mechanism
and can be adapted for FANET [39, 40]. In this
model, the data request and collection is done
according to data attributes rather than sender
or receiver nodes’ IDs as depicted in Fig. 7. This
model is generally practiced with cluster structures and publish-subscribe model, which depicts
its efficiency on distributed computing models
[41, 42].
In this model, the consumer node (can be a
ground node or a UAV) disseminates queries
(such as “get photo images of area A if there
is a change of more than % 5”) as subscription
message in order to collect specific data from a
specific area. The producer node decides which
information to publish and starts data dissemination. When published data reach a UAV (as a
relay node), it checks the subscription messages
on it and forwards these data accordingly. Routing
is done with respect to the content of data; and if
needed, data aggregation algorithms can be used
for energy-efficient data dissemination. Although,
query dissemination and data collection processes
add some extra burden to the network load; due
to the elimination of redundant transmissions,
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Fig. 7 Data centric
routing model

usage of this model results total efficiency increase. This type routing performs three dimensions of decoupling;
•
•
•

Space decoupling means that communicating
parties do not need to know each other’s ID
or location.
Time decoupling means that communicating
parties do not need to be on-line at the same
time to communicate.
Flow decoupling results in an asynchronous
communication structure; therefore, message
sending process is not blocked by outside
interactions.

A data centric routing model, especially preferred for the cluster structured UAS, drives the
UAV mission along a predetermined flight-plan
and does make high level cooperation between
clusters.

4.2 Proactive Routing Protocols
Proactive routing protocols (PRP) use tables to
store all the routing information of each other’s
node or nodes of a specific region in the network. Various table-driven protocols can be used
in FANET, and they differ in the way of update
mechanism of the routing table when the topology
changes. The main advantage of proactive routing
is that it contains the latest information of the
routes; therefore, it is easy to select a path from
the sender to the receiver, and there is no need to

wait. However, there are some explicit disadvantages. Firstly, due to the need of a lot of message
exchanges between nodes, PRPs cannot efficiently
use bandwidth, which is a limited communication
resource of FANET; therefore, PRPs are not suitable for highly mobile and/or larger networks.
Secondly, it shows a slow reaction, when the topology is changed, or a failure is occurred. Two main
protocols are widely used in VANETs: Optimized
Link State Routing (OLSR) and DestinationSequenced Distance Vector (DSDV) protocols.
•

Optimized Link State Routing (OLSR) is a
proactive link-state routing protocol, which
uses two types of messages (hello and topology control messages) to discover neighbors
[43]. Hello messages are used for detecting
neighbor nodes in the direct communication
range. This message contains the list of known
neighbors, and it is periodically broadcast to
one-hop neighbors. On the other hand, topology control messages are used for maintaining topological information of the system.
These messages are used periodically to refresh topology information; therefore, each
node can re-calculate the routes to all nodes
in the system. This periodic flooding nature
of the protocol results a large amount of
overhead. Therefore, to reduce this overhead
Multi Point Relay (MPR) mechanism is used.
In this mechanism, each node selects its own
MPRs from its neighbors and only those nodes
are responsible for forwarding the routing
messages.
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•

Destination Sequenced Distance Vector
(DSDV) is a table-driven proactive routing
protocol, which mainly uses the Bellman–Ford
algorithm with small adjustments to be more
appropriate for ad-hoc networks. In DSDV,
each node maintains a routing table (with
sequence number) for all other nodes, not just
for the neighbor nodes [44]. Whenever the
topology of the network changes, these changes
are disseminated by the protocol’s update
mechanisms (periodic and/or triggered updates).
These updates can result to routing-loops
within the network. To solve this problem and
to determine the freshness of a route, DSDV
uses sequence numbers, which are assigned
by destination nodes. A route with higher
sequence number is preferred instead of a
route with lower sequence number. The main
advantages of DSDV are both the simplicity of
the algorithm and the usage of these sequence
numbers, which guarantees the protocol to be
loop free. However, it has some drawbacks.
To enable up-to-date routing table, each
node periodically broadcast routing table
updates, and this brings an overhead to the
network.

4.3 Reactive Routing Protocols
Reactive Routing Protocol (RRP) is known as ondemand routing protocol, which means if there
is no communication between two nodes, there
is no need to store (or to try to store) a route
between them. RRP is designed to overcome the
overhead problem of PRP. In RRP, a route between communicating nodes is determined according to the demand from the source node.
There are two different messages in this routing
model: RouteRequest messages and RouteReply
messages. RouteRequest messages are produced
and dispatched by flooding to the network by
the source node, and the destination node replies
to this message with a RouteReply message. By
receiving a RouteReply message the communication begins. As a result, each node maintains
only the routes that are currently in use. There is
no periodic messaging in this protocol; therefore,
RRP is bandwidth-efficient. On the other hand,
the procedure of finding routes can take a long

time; therefore, high latency may appear during
the route finding process.
•

•

Dynamic Source Routing (DSR) is a simple
and effective RRP, which is designed mainly
for multi-hops for wireless mesh networks
[45]. In DSR, the source node broadcasts a
route request message to its neighbor nodes,
which are in the wireless transmission range.
In the whole communication process, there
can be many route request messages. Therefore, to avoid confusion, the source node adds
a unique request-id number to the produced
message. DSR is a source demanding routing protocol and the source node stores the
entire hop-by-hop route of the destination
node. If the source node is unable to use its
current route, due to changes in the network
topology, then the route maintenance mechanism is activated. In such case, the source
node has to use another route to the destination; if there is none, a new route discovery phase is started. This routing protocol was implemented by Brown et al. in
[46] and they reported that finding a new
route in UAV network with DSR can be
irritating.
Ad-hoc On-demand Distance Vector (AODV)
is a reactive protocol, which has same
on-demand characteristics with DSR with
different maintaining mechanisms of routing
table [47]. In AODV, each node stores a routing table, which contains a single record for
each destination; while in DSR, each node
can store multiple entries in its routing table for each destination. Another difference
with DSR stems out from the fact that DSR
data packets carry the complete path between
source and the destination nodes. In AODV,
the source node (and also other relay nodes)
stores the next-hop information corresponding to each data transmission. AODV routing
protocol consists of three phases: route discovery, packet transmitting and route maintaining. If the source node has packets to send, it
first starts a route discovery process to locate
the destination node and then dispatches these
packets over a determined route. Discovery
process enables determined routes without a
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loop, and it uses a sequence number to determine an up-to-date route of the destination.
An expiration time is used to keep a route’s
freshness. In this process, intermediate nodes
also update their routing tables. After a routeid constructed, packets can be transferred over
it. As a result of mobile nodes, some link
failures may occur, and this connection loss
triggers a repairing process to maintain the
routes.
4.4 Hybrid Routing Protocols
Hybrid routing protocol (HRP) is a combination
of previous protocols, and is presented to overcome their shortcomings. By using HRP, the large
latency of the initial route discovery process in
reactive routing protocols can be decreased and
the overhead of control messages in proactive
routing protocols can be reduced. It is especially
suitable for large networks, and a network is
divided into a number of zones where intra-zone
routing is performed with the proactive approach
while inner-zone routing is done using the reactive
approach.
•

Zone Routing Protocol (ZRP) is based on the
concept of zones [48]. In this protocol, each
node has a different zone, which is defined
as the set of nodes whose minimum distance
(in terms of number of hops) to this node
which is not greater than predefined radius
ρ. Therefore, the zones of neighboring nodes
overlap. In MANET, the largest part of the
whole traffic is directed to nearby nodes. The
routing inside the zone is called as intra-zone
routing, and it uses proactive approach to
maintain routes. If the source and destination
nodes are in the same zone, the source node
can start data transmission immediately. The
inter-zone routing is responsible for sending
data packets to outside of the zone. It uses
reactive approach to maintain routes. The delay caused by the route discovery is minimized by using bordercasting. Bordercasting is
used instead of traditional broadcasting, and
reply messages are only produced by border
nodes of a zone. These border nodes then

•

repeat either inter- or intra-zone routing as
needed.
Temporarily Ordered Routing Algorithm
(TORA) is a hybrid distributed routing protocol for multi-hop networks, in which routers
only maintain information about adjacent
routers (i.e., one-hop knowledge) [49]. Its aim
is to limit the propagation of control message in the highly dynamic mobile computing
environment, by minimizing the reactions to
topological changes. Although, it mainly uses
a reactive routing protocol, it is also enhanced
with some proactive approaches. It builds and
maintains a Directed Acyclic Graph (DAG)
from the source node to the destination. There
are multiple routes between these nodes in
DAG. It is preferred for quickly finding new
routes in case of broken links and for increasing adaptability. TORA does not use a shortest path solution, and longer routes are often
used to reduce network overhead. Each node
has a parameter value termed as “height” in
DAG, and no two nodes have the same height
value. Data flow as a fluid from the higher
nodes to lowers. It is structurally loop-free because data cannot flow to higher height nodes.
In the route discovery phase, this height parameter is returned to the querying node, and
in this process all intermediate nodes updates
their routing tables (TORA table) with the
incoming route and heights.

5 Open Issues and Challenges
A FANET is somewhat different from traditional
MANETs and VANETs; however, the fundamental idea is the same: having mobile nodes
and networking in an ad-hoc manner. Hence,
in a FANET, some challenges are valid as in a
VANET while facing with additional challenges.
Although, many researches have been performed
to increase the efficiency of network with flying
nodes, there are still many unsolved problems,
which should be explored in future works:
(1) National Regulations: UAVs are increasingly used in many application areas, and

Downloaded from http://iranpaper.ir

www.NoavaranGermi.ir
J Intell Robot Syst

they get their places in the modern information age. While UAVs increasingly become
a part of each country’s national airspace
system, most of countries’ current air regulations do not allow controlled UAV operations in civil airspace. This can be seen as the
biggest current barrier to the development of
UASs in civilian areas. Therefore, there is a
serious need to define distinctive rules and
regulations to integrate UAV flights into the
national airspace.
(2) Routing: In a FANET, due to the fast
movement of UAVs, network topology can
change quickly. Data routing between UAVs
faces a serious challenge, which is different
from low mobility environment. The routing protocols should be able to update routing tables dynamically according to topology
changes. Most of previous routing algorithms
in MANET are partly fail to provide a reliable communication between UAVs. Therefore, there is a need of developing new routing algorithms and networking model for
constructing a flexible and responsive integration model.
(3) Path Planning: In a large-scale mission area
and multi-UAV operation, cooperation and
coordination between UAVs are not only
desirable but also crucial feature to increase
efficiency. In the operation theatre, there
can be some dynamic changes like addition/
removal of UAVs, physical static obstacles,
dynamic threats (such as mobile radars), etc.
In such cases, each UAV has to change
its previous path, and new ones should be
re-calculated dynamically. Thus, new algorithms/methods in dynamic path planning
are required to coordinate the fleets of
UAVs.
(4) Quality of Service (QoS): A FANET can be
used for many types of applications, and it
transports different types of data, which include GPS locations, streaming video/voice,
images, simple text messages, etc. FANET
need to support some service qualities to
satisfy a set of predetermined service performance constraints like delay, bandwidth,

(5)

(6)

(7)

(8)

jitter, packet loss, etc. Defining a comprehensive framework for QoS-enabled middleware is a crucial challenge that should be
overcome due to the highly mobile and dynamic structure of FANET.
Integration with a Global Information Grid
(GIG): GIG is a worldwide surveillance network and computer system intended to provide Internet-like capability that allows anyone connected to the system to collaborate
with other users and to get process and transmit information anytime and anywhere in
the world. A FANET should connect to future Information Grids as one of the main
information platforms to increase efficiency
of a UAS by using a UAV’s communication
packages, equipment suites, sensors, etc.
Coordination of UAVs and manned aircrafts: It is inevitable that, in the future,
flights of UAVs with other manned aircraft
are likely to increase. This coordination will
enable the destruction of enemy aircraft with
minimal losses. At the same time, these
UAVs can be used as electronic jammers
and for real time video reconnaissance in
enemy areas. Therefore, the collaboration of
UAVs and manned aircraft should be in a
networked environment.
Standardize FANETs: A FANET uses various wireless communication bands such
as VHF, UHF, L-Band, C-band, Ku-Band,
etc. These bands also used in different application areas like GSM networks, satellite communication, etc. To reduce the frequency congestion problem, there is a need
to standardize these communications bands,
signal modulation and multiplexing models.
UAV mobility and placement: Mini-UAVs
are smaller in size and can carry limited
payloads, like a single radar, infrared camera, thermal camera, image sensor, etc. If
there is a need to use different sensors, they
should be loaded on different UAVs, e.g.,
one UAV can be loaded with an infrared
camera, while another UAV is equipped
with a high-resolution camera. This allows
multiple images to be taken from the same
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area, which can be hundreds and thousands
of square meters. There is an open issue in
this topic to optimize the UAV placement to
reduce energy consumption while increasing
the taken information.

6 Conclusion
The capabilities and roles of Unmanned Aerial
Vehicles (UAVs) are promising, and they will
play an increasingly prominent role in a large
operation area, in a broader range of applications
and complicated missions. Progressively, UAVs
need to cooperate with each other in order to
perform complex tasks especially in areas that are
relatively inaccessible from the ground, and there
is a need to quickly and easily deploy a networked
system. These cooperating UAVs form a multiUAV system, which also aims to decrease the
mission completion time and increase reliability
of the system for aerial missions compared with a
single large-UAV system. To increase the scalability of the system, there is a need of new networking standards concepts in multi-UAV systems.
Networking of multi-UAVs is not only desirable
but also a crucial feature to increase the efficiency
of the system by ensuring connectivity of the
systems in non-LOS, urban, hostile, and/or noisy
environmental management systems. Because of
the highly mobile nodes, the networking structure should be constructed in ad-hoc manner, and
is called as Flying Ad-Hoc Network (FANET),
which requires scalable, reliable, real-time and
peer-to-peer mobile ad-hoc networking between
UAVs and ground stations.
Networking between UAVs is significantly
different from traditional ad-hoc networking assumptions Mobile Ad-Hoc Networks (MANET)
and Vehicular Ad-Hoc Networks (VANET) in
terms of connectivity, data delivery, latency, service and etc. In this article, various networking
protocols in FANET and its different application
areas are surveyed. At the same time, it is aimed
to motivate researchers to find solutions for the
open research issues, which have been detailed in
the paper.
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